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1.1 Who will write and review the policy? 
• Our e–Safety Policy has been written by the school, building on the Kent County Council e–

Safety Policy and government guidance. 
• Our School Policy has been agreed by the Senior Leadership Team and approved by 

governors and other stakeholders. 
• The School has appointed a member of the Governing Body to take lead responsibility for 

e-Safety 
• The School e-Safety Coordinator is Beverley Bravey 
• Policy approved by Head Teacher: Angela Rees October 2015 
• Policy approved by Governing Body. 

 
1.2 Teaching and learning 

• The purpose of Internet use in school is to raise educational standards, to promote pupil 
achievement, to support the professional work of staff and to enhance the school’s 
management functions. 

• Internet access is an entitlement for students who show a responsible and mature approach 
to its use. 

 
1.2.2 How does Internet use benefit education? 

• Access to worldwide educational resources including museums and art galleries. 
• Educational and cultural exchanges between pupils worldwide. 
• Access to experts in many fields for pupils and staff; 
• Professional development for staff through access to national developments, educational 

materials and effective curriculum practice; 
• Exchange of curriculum and administration data with Durham County Council and DfE; 
• Access to learning wherever and whenever convenient. 

 
1.2.3 How can Internet use enhance learning? 

• The school’s Internet access will be designed to enhance and extend education. Pupils will 
be taught what Internet use is acceptable and what is not and given clear objectives for 
Internet use. 

• The schools will ensure that the copying and subsequent use of Internet-derived materials 
by staff and pupils complies with copyright law. 

• Access levels to the internet will be reviewed to reflect the curriculum requirements and the 
age and ability of pupils. 

• Staff should guide pupils to online activities that will support the learning outcomes planned 
for the pupils’ age and ability. 

• Pupils will be educated in the effective use of the Internet in research, including the skills of 
knowledge location, retrieval and evaluation. 

 
1.2.4 How will pupils learn how to evaluate Internet content? 

• Pupils will use age-appropriate tools to research Internet content. 
• The evaluation of online materials is a part of teaching and learning in every subject and will 

be viewed as a whole-school requirement across the curriculum. 

 
 
 
 



1.3 Managing Information Systems 
1.3.1 How will information systems security be maintained? 

• The security of the school information systems and users will be reviewed regularly and 
virus protection will be updated regularly. 

• Personal data sent over the Internet or taken off site will be encrypted. 
• Unapproved software will not be allowed in work areas or attached to email. 
• Files held on the school’s network will be regularly checked. 
• The Computing coordinator will review system capacity regularly. 
• The use of user logins and passwords to access the school network will be enforced. 

 
1.3.2 How will email be managed? 

• Pupils may only use approved email accounts for school purposes. 
• Pupils must immediately tell a designated member of staff if they receive offensive email. 
• Pupils must not reveal personal details of themselves or others in email communication or 

arrange to meet anyone without specific permission from an adult. 
• Email sent to external organisations should be written carefully and authorised before 

sending, in the same way as a letter written on school headed paper would be. 
• The forwarding of chain messages is not permitted. 

 
1.3.3 How will published content be managed? 

• The contact details on the website should be the school address, email and telephone 
number. Staff or pupils’ personal information must not be published. 

• The head teacher will take overall editorial responsibility for online content published by the 
school and will ensure that content published is accurate and appropriate. 

• The school website will comply with the school’s guidelines for publications including 
respect for intellectual property rights, privacy policies and copyright. 

 
1.3.4 Can pupils’ images or work be published? 

• Images or videos that include pupils will be selected carefully and will not provide material 
that could be reused. 

• Pupils’ full names will not be used anywhere on the website, particularly in association with 
photographs. 

• Written permission from parents or carers will be obtained before images/videos of pupils 
are electronically published. 

• Pupils work can only be published with parental permission. 
• Written consent will be kept by the school where pupils’ images are used for publicity 

purposes, until the image is no longer in use. 
• The School will have a policy regarding the use of photographic images of children which 

outlines policies and procedures. 
 
1.3.5 How will social networking, social media and personal publishing be managed? 

• The school will control access to social media and social networking sites. 
• Pupils will be advised never to give out personal details of any kind which may identify them 

and / or their location. Examples would include real name, address, mobile or landline 
phone numbers, school attended, IM and email addresses, full names of friends/family, 
specific interests and clubs etc. 

• Staff official blogs or wikis should be password protected and run from the school website 
with approval from the Senior Leadership Team. Members of staff are advised not to run 
social network spaces for pupil use on a personal basis. 

• Personal publishing will be taught via age appropriate sites that are suitable for educational 
purposes. They will be moderated by the school where possible. 

• Pupils will be advised on security and privacy online and will be encouraged to set 
passwords, deny access to unknown individuals and to block unwanted communications.  



• All members of the school community are advised not to publish specific and detailed 
private thoughts, especially those that may be considered threatening, hurtful or 
defamatory. 

• Concerns regarding students’ use of social networking, social media and personal 
publishing sites (in or out of school) will be raised with their parents/carers, particularly 
when concerning students’ underage use of sites. 

• Staff personal use of social networking, social media and personal publishing sites will be 
discussed as part of staff induction and safe and professional behaviour will be outlined in 
the school Acceptable Use Policy. 
 

1.3.6 How will filtering be managed? 
• The school’s broadband access will include filtering appropriate to the age and maturity of 

pupils. 
• The school will have a clear procedure for reporting breaches of filtering. All members of 

the school community (all staff and all pupils) will be aware of this procedure. 
• If staff or pupils discover unsuitable sites, the URL will be reported to the Head teacher who 

will then record the incident and escalate the concern as appropriate. 
• Any material that the school believes is illegal will be reported to appropriate agencies  
• The school’s access strategy will be designed by educators to suit the age and curriculum 

requirements of the pupils, with advice from network managers. 
 
1.3.8 How are emerging technologies managed? 

• Emerging technologies will be examined for educational benefit and a risk assessment will 
be carried out before use in school is allowed. 

• Pupils will be instructed about safe and appropriate use of personal devices both on and off 
site in accordance with the school Acceptable Use or Mobile Phone Policy. 

 
1.3.9 How should personal data be protected? 

• Personal data will be recorded, processed, transferred and made available according to the 
Data Protection Act 1998. 

 
1.4 Policy Decisions 
1.4.1 How will Internet access be authorised? 

• The school will maintain a current record of all staff and pupils who are granted access to 
the school’s electronic communications. 

• All staff will read and sign the School Acceptable Use Policy before using any school ICT 
resources. 

• Parents will be asked to read the School Acceptable Use Policy for pupil access and 
discuss it with their child, where appropriate. 

• All visitor to the school site who require access to the schools network or internet access 
will be asked to read and sign an Acceptable Use Policy. 

• Parents will be informed that pupils will be provided with supervised Internet access 
appropriate to their age and ability. 

• When considering access for vulnerable members of the school community (such as with 
children with special education needs) the school will make decisions based on the specific 
needs and understanding of the pupil(s). 

• At Key Stage 1 pupils’ access to the Internet will be by adult demonstration with occasional 
directly supervised access to specific and approved online materials. 

• At Key Stage 2 pupils will be supervised. Pupils will use age-appropriate search engines 
and online tools and online activities will be teacher-directed where necessary. 

 
 
 



1.4.2 How will risks be assessed? 
• The school will take all reasonable precautions to ensure that users access only 

appropriate material. However, due to the global and connected nature of Internet content, 
it is not possible to guarantee that access to unsuitable material will never occur via a 
school computer. Neither the school nor DCC can accept liability for the material accessed, 
or any consequences resulting from Internet use. 

• Methods to identify, assess and minimise risks will be reviewed regularly. 
 
1.4.3 How will the school respond to any incidents of concern? 

• All members of the school community will be informed about the procedure for reporting e-
Safety concerns (such as breaches of filtering, cyber bullying, illegal content etc). 

• The Head teacher will record all reported incidents and actions taken in the School e-Safety 
incident log and other in any relevant areas e.g. Bullying or Child protection log. 

• The Designated Child Protection Coordinator will be informed of any e-Safety incidents 
involving Child Protection concerns, which will then be escalated appropriately. 

• The school will manage e-Safety incidents in accordance with the school behaviour policy 
where appropriate. 

• The school will inform parents/carers of any incidents of concerns as and when required. 
• After any investigations are completed, the school will debrief, indentify lessons learnt and 

implement any changes required. 
• Where there is cause for concern or fear that illegal activity has taken place or is taking 

place then the school will contact the Children’s Safeguard Team or e-Safety officer and 
escalate the concern to the Police. 

• If the school is unsure how to proceed with any incidents of concern, then the incident may 
be escalated to the County e-Safety Officer. 

 
1.4.4 How will e–Safety complaints be handled? 

• Complaints about Internet misuse will be dealt with under the School’s complaints 
procedure. 

• Any complaint about staff misuse will be referred to the head teacher. 
• All e–Safety complaints and incidents will be recorded by the school, including any actions 

taken. 
• Pupils and parents will be informed of the complaints procedure. 
• Parents and pupils will need to work in partnership with the school to resolve issues. 
• All members of the school community will need to be aware of the importance of 

confidentiality and the need to follow the official school procedures for reporting concerns. 
• Any issues (including sanctions) will be dealt with according to the school’s disciplinary, 

behaviour and child protection procedures. 
• All members of the school community will be reminded about safe and appropriate 

behaviour online and the importance of not posting any content, comments, images or 
videos online which cause harm, distress or offence to any other members of the school 
community. 

 
1.4.5 How is the Internet used across the community? 

• The school will liaise with local organisations to establish a common approach to e–Safety. 
• The school will be sensitive to Internet-related issues experienced by pupils out of school, 

e.g. social networking sites, and offer appropriate advice. 
• The school will provide appropriate levels of supervision for students who use the internet 

and technology whilst on the school site. 
 
 
 
 
 
 



1.4.6 How will Cyber bullying be managed? 
• Cyber bullying (along with all other forms of bullying) of any member of the school 

community will not be tolerated. Full details are set out in the school’s policy on anti-bullying 
and behaviour. 

• There are clear procedures in place to support anyone in the school community affected by 
cyber bullying. 

• All incidents of cyber bullying reported to the school will be recorded. 
• There will be clear procedures in place to investigate incidents or allegations of Cyber 

bullying. 
• Pupils, staff and parents/carers will be advised to keep a record of the bullying as evidence. 
• The school will take steps to identify the bully, where possible and appropriate. This may 

include examining school system logs, identifying and interviewing possible witnesses, and 
contacting the service provider and the police, if necessary. 

• Pupils, staff and parents/carers will be required to work with the school to support the 
approach to cyber bullying and the school’s e-Safety ethos. 

• Internet access may be suspended at school for the user for a period of time. Other 
sanctions for pupils and staff may also be used in accordance to the schools anti-bullying, 
behaviour policy or Acceptable Use Policy. 

• Parent/carers of pupils will be informed. 
• The Police will be contacted if a criminal offence is suspected. 

 
1.4.7 How will Learning Platforms be managed? 

• SLT and staff will regularly monitor the usage of the LP by pupils and staff in all areas,in 
particular message and communication tools and publishing facilities. 

• Pupils/staff will be advised about acceptable conduct and use when using the LP. 
• Only members of the current pupil and staff community will have access to the LP. 
• All users will be mindful of copyright issues and will only upload appropriate content onto 

the LP. 
• When staff, pupils etc leave the school their account or rights to specific school areas will 

be disabled or transferred to their new establishment. 
• A visitor may be invited onto the LP by a member of the SLT. In this instance there may be 

an agreed focus or a limited time slot. 
• Pupils may require editorial approval from a member of staff. This may be given to the pupil 

to fulfil a specific aim and may have a limited time frame. 
 
 
1.4.8 How will mobile phones and personal devices be managed? 

• The sending of abusive or inappropriate messages or content via mobile phones or 
personal devices is forbidden by any member of the school community and any breaches 
will be dealt with as part of the school discipline/behaviour policy. 

• Mobile phones and personal devices are not to be brought into school 
• If a pupil needs to contact his/her parents/carers they will be allowed to use a school phone. 

 
Staff Use of Personal Devices 

• Staff are not permitted to use their own personal phones or devices for contacting children, 
young people and their families within or outside of the setting in a professional capacity. 

• Staff will be issued with a school phone where contact with pupils or parents/carers is 
required. 

• Mobile Phone and devices will be switched off or switched to ‘silent’ mode, Bluetooth 
communication should be “hidden” or switched off and mobile phones or devices will not be 
used during teaching periods unless permission has been given by a member of Senior 
Leadership Team in emergency circumstances. 

• If members of staff have an educational reason to allow children to use mobile phones or 
personal device as part of an educational activity then it will only take place when approved 
by the Senior Leadership Team. 



• Staff should not use personal devices such as mobile phones or cameras to take photos or 
videos of pupils and will only use work-provided equipment for this purpose. 

• If a member of staff breaches the school policy then disciplinary action may be taken. 

 
1.5 Communication Policy 
1.5.1 How will the policy be introduced to pupils? 

• All users will be informed that network and Internet use will be monitored. 
• An e–Safety training programme will be established across the school to raise the 

awareness and importance of safe and responsible internet use amongst pupils. 
• Pupil instruction regarding responsible and safe use will precede Internet access. 
• An e–Safety module will be included in the PSHE, Citizenship and/or ICT programmes 

covering both safe school and home use. 
• E–Safety training will be part of the transition programme across the Key Stages and when 

moving between establishments. 
• E-Safety rules or copies of the student Acceptable Use Policy will be posted in all rooms 

with Internet access. 
• Safe and responsible use of the Internet and technology will be reinforced across the 

curriculum and subject areas. 
• Particular attention to e-Safety education will be given where pupils are considered to be 

vulnerable. 
 
1.5.2 How will the policy be discussed with staff? 

• The e–Safety Policy will be formally provided to and discussed with all members of staff. 
• To protect all staff and pupils, the school will implement Acceptable Use Policies. 
• Staff will be made aware that Internet traffic can be monitored and traced to the individual 

user. Discretion and professional conduct is essential. 
• Up-to-date and appropriate staff training in safe and responsible Internet use, both 

professionally and personally, will be provided for all members of staff. 
• Staff who manage filtering systems or monitor ICT use will be supervised by the Senior 

Leadership Team and have clear procedures for reporting issues. 
• The School will highlight useful online tools which staff should use with children in the 

classroom. These tools will vary according to the age and ability of the pupils. 
• All members of staff will be made aware that their online conduct out of school could have 

an impact on their role and reputation within school. Civil, legal or disciplinary action could 
be taken if they are found to bring the profession or institution into disrepute, or if something 
is felt to have undermined confidence in their professional abilities. 

 
1.5.3 How will parents’ support be enlisted? 

• Parents’ attention will be drawn to the school e–Safety Policy in newsletters, the school 
prospectus and on the school website. 

• A partnership approach to e-Safety at home and at school with parents will be encouraged. 
This will include offering parent evenings with demonstrations and suggestions for safe 
home Internet use. 

• Parents will be requested to sign an e–Safety/Internet agreement  
• Parents will be encouraged to read the school Acceptable Use Policy for pupils and discuss 

its implications with their children. 
• Advice on useful resources and websites, filtering systems and educational and leisure 

activities which include responsible use of the Internet will be made available to parents. 

 
 
 



Think then Click 

These rules help us to stay safe on the Internet 

 

We only use the internet when an adult is with us 

 

 
We can click on the buttons or links when we know 

what they do.  

 

We can search the Internet with an adult. 

 

 

We always ask if we get lost on the Internet. 
 

 

We can send and open emails together. 

 

 We can write polite and friendly emails to people that 

we know. 

 
 

Key Stage 2 

Think then Click 

e-Safety Rules for Key Stage 2 

 We ask permission before using the Internet. 

 We only use websites that an adult has chosen. 

 We tell an adult if we see anything we are uncomfortable with. 

 We immediately close any webpage we not sure about. 

 We only e-mail people an adult has approved. 

 We send e-mails that are polite and friendly. 

 We never give out personal information or passwords. 

 We never arrange to meet anyone we don’t know. 

 We do not open e-mails sent by anyone we don’t know. 

 We do not use Internet chat rooms. 



 

Our School 

e-Safety Rules 
 

All pupils use computer facilities including Internet access as an essential part of 

learning, as required by the National Curriculum.  Both pupils and their 

parents/carers are asked to sign to show that the e-Safety Rules have been 

understood and agreed. 

 

Pupil:  Form:  

Pupil’s Agreement 

 I have read and I understand the school e-Safety Rules.  

 I will use the computer, network, mobile phones, Internet access and other new technologies in 

a responsible way at all times.    

 I know that network and Internet access may be monitored.  

Signed:  Date:  

Parent’s Consent for Web Publication of Work and Photographs 

I agree that my son/daughter’s work may be electronically published.  I also agree that appropriate 

images and video that include my son/daughter may be published subject to the school rule that 

photographs will not be accompanied by pupil names. 

Parent’s Consent for Internet Access 

I have read and understood the school e-safety rules and give permission for my son / daughter to 

access the Internet.  I understand that the school will take all reasonable precautions to ensure that 

pupils cannot access inappropriate materials but I appreciate that this is a difficult task.   

I understand that the school cannot be held responsible for the content of materials accessed through 

the Internet.  I agree that the school is not liable for any damages arising from use of the Internet 

facilities.  

 

Signed:  Date:  

Please print name:  

 

Please complete, sign and return to the school secretary 

 

 

 



Dear Parents 

 

Responsible Use of the Internet 

As part of our enriched Information and Communication Technology curriculum 

and in response to the challenges of the National Grid for Learning, Edmondsley 

Primary School is providing supervised access to the Internet. 

Pupils will be able to exchange electronic mail with partner schools and research 

information from museums, libraries, news providers and suitable Internet sites 

as part of their every day classroom experience. 

Because there are concerns about pupils having access to undesirable materials, 

we are taking positive steps to deal with that possibility. We have purchased 

our Internet access from an educational supplier that operates a filtering 

system that restricts access to inappropriate materials. All our computers with 

Internet Access can be seen by a member of staff at all times and, as stated 

above, access will be supervised.   

I enclose a copy of the Rules for Responsible Internet Use that we operate at 

school.  

 

We believe it is important to publish pupils work on the school web site and give 

them credit for it because it inspires them to work to a high standard and good 

work should be celebrated. We do not use full names or give out addresses, 

phone numbers etc.  

Yours sincerely 

 

Mrs. B Bravey  

ICT Co-ordinator 

 

 



Information for this policy has been gleaned from many sources, notably: 

 

Kent NGfL team, whose original document can be found at www.kent.gov.uk/ngfl/policy.html, 

Connecting Schools: Networking People   

DfEE / BECTa April 1998   Tel. 0845 6022260 (free order line) 

Preventing the Misuse of Computers in Schools 

British Computer Society   www.bcs.org.uk/news/misuse.htm 

Organising IT in Schools   Norfolk County Council 

The PDC Centre,  

Woodside Road, Norwich, NR7 9QL  Tel. 01603 433276 £25 

Association for Co-ordinators and Teachers of IT (ACITT) 

Acceptable Use Policy for UK Schools www.acitt.org.uk/aup.html  

Parents’ Information Network (PIN)  

Leaflets     www.pinlift.org.uk 

NCH Action for Children   

A Parents' Guide    www.nchafc.org.uk 

Home Computers and Children  

BECTa leaflet       Tel: 01203 416994 

Censorship Issues  

BECTa      www.becta.org.uk/projects/censor/ 

Internet Watch Foundation   www.iwf.org.uk 

Reporting illegal Internet material  Tel: 0845 600 8844 

 


